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HNucTpyknus 1Jis1 00y4aromuxcs no odecrne4eHn0 NHPOPMAUMOHHOM 0€30I1aCHOCTH NP
HCI0JIb30BaHUN ceTH « AHTepHeT» ISl pa3MellleHNsl B y4eOHbIX KaOHHeTaX, B KOTOPBIX
ocyuiecTBjsieTcs 10CcTyN B ceTh «UHTepHeT»

C KaXJbpIM TOJJOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIE, a NIKOJIBHUKHU OJJHHU U3
CaMbIX aKTHBHBIX Ioyb3oBaTesne PyHera. Mexnay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEM, UHTEpHET HeceT W MpoOjemMbl. DTa mamsTKa JOJKHA MOMOYb Tebe Oe30MmacHo
HaXOJUThCS B CETH.

KoMnbroTepHbie BUPYCBHI

KommeloTepHslii  BUpyc - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIBHOM OCOOEHHOCTBbIO KOTOPOM SIBJISIETCA CHOCOOHOCTh K pa3sMHOXKEHHIO. B
JONOJTHEHNE K 3TOMY, BUPYCBHl MOTYT MOBPEAWUTH WU IMOJHOCTHIO YHHUUTOXHUTH BCe (ailiabl U
JlaHHBIE, MOJKOHTPOJbHbIE MOJIb30BATENI0, OT MMEHH KOTOPOro Oblla 3alylleHa 3apakKeHHas
IIporpaMMa, a TaKkKe MOBPEAUTh WM JaXXe YHUUYTOXUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 11esioM. B G0NBIIMHCTBE CiydaeB pacpOCTPAHSIOTCS BUPYCHI Ue€pe3 HHTEPHET.

MeTobl 3a1UTHI OT BPEAOHOCHBIX IPOrpaMM:

1. Ucnonb3yit cOBpeMEHHbIE OINEpalMOHHBIE CHUCTEMbl, UMEIOLIUE CEPbE3HbIH YPOBEHb
3aLUTHI OT BPEAOHOCHBIX ITPOrPaMM;

2. TlocTossHHO ycTaHaBinuBail MayTH (UUQPOBBIE 3aAIUIATKHU, KOTOPHIE ABTOMATUYECKU
YCTAaHABIMBAIOTCS C IEJIbI0 JOPA0OTKH MpOTpaMMbl) W JpyrHe OOHOBIEHHUS CBOEH
ornepauuoHHON cucteMbl. CkaunBail X TOJIBKO ¢ OpUIMAIBHOIO caifita papadbotunka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHUECKOTO0 OOHOBIICHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpPE IO/ MpaBaMU MOJb30BATENs, a HE aJMUHHCTpATOpA.
OTO He MO3BOJUT OOJIBIIMHCTBY BpPEAOHOCHBIX NPOTrPaMM MHCTAJUIMPOBATBCS HAa TBOEM
NEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnons3yil aHTUBUPYCHBIE NPOTrPAMMHBIE MPOTYKTHl U3BECTHBIX IPOU3BOIUTEINEH, C
aBTOMAaTHYECKHM OOHOBJIEHHEM 0a3;

5. Orpanuydb GU3NYECKUIA TOCTYM K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIT,

6. Vcnonp3yii BHELTHME HOCUTEIH MH(POPMALIMH, TaKhe Kak (uielika, AUCK Wi (ail u3

HUHTCPHCTA, TOJBKO U3 MTPOBCPCHHLIX UCTOYHUKOB,



7. He oTkpbIBall KOMIbIOTEpHBIE (haiiiibl, MONYYEHHbIE W3 HEHAJEKHBIX HCTOYHHUKOB.
Haxe Te ¢ailnbl, KOTOpble IpUCIan TBOM 3HakKoMbIH. Jlyuiie yTouHu y HEro, OTHpaBiIsi JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 5T0 He Buj nepenayu JaHHBIX, HE TEXHOJOTHS, a BCETO JHUIIb OpeH 1, Mapka. Emre
B 1991 roay Humepnaniackas kommaHus 3apeructpupoaia opern "WECA", uto o6o3Havano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "O6ecrpoBoiHast TOUHOCTS".

Jlo Hamero BpeMeHHM JolnIa apyras abOpeBwarypa, KOTOpas SIBIISIETCS TaKOW ke
TexHosiorue. Ito adb6pesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHIApT
BhICIICH 3ByKoBOM TexHukn Hi-Fi, uTo B mepeBoie o3HavaeT "BhICOKas TOUHOCTh'.

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX M a’poroprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE AKCHEepPTHI CYMTAIOT, YTO 00ImenocTynabie Wi-
Fi cetu He aBnstoTCA 6€30MaCHBIMHU.

CoBeTbl 110 0€30MMacHOCTH PabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro juuHyto HH(popMmaimio udepe3 oOmenoctynusle Wi-Fi cetu.
Pabotast B HUX, jKelaTeNbHO HE BBOAUTH MAPOJIH JOCTYIA, JOTHHBI U KaKue - TO HOMEpa;

2. Vcionb3yit 1 OOHOBIISI aHTUBHPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambIM Thbl
obe3omnacuib ces OT 3aKa4KH BUpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanun Wi-Fi orkmoun ¢yskmmoo "OOummit noctyn k Qaitnmam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE IOJIb30BATEIN
aKTUBUPYIOT €€ AJisl y100CTBa UCIOIb30BaHuUs B paboTe min yueoe;

4. He ucnonws3yii myOonmunbii WI-FI muist mepemaun JTUYHBIX JaHHBIX, HAIPUMED IS
BBIXO/Ia B COLIMAJIBHBIE CETU WM B MJIEKTPOHHYIO IIOUTY;

5. HUcnonp3yit Tonbko 3amunieHHoe coequHenue yepes HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wMoOwibHOM Tenedone otkmoun  ¢GyHkumoo "Tlogkmouenne k  Wi-Fi
aBToMaTnyecku". He momyckaii aBTOMaTHYECKOTO MOJAKIIOYEHUsT yCTpOrCTBa K ceTsiM Wi-Fi 6e3
TBOETO COIJIacusl.

CounajbHbie ceTH

ConuManbHble CETH aKTMBHO BXOJAT B Hally >KU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM INOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMApP] YEIOBEK, YTO SBJISETCS OJHOM
CelbMOM BCEX JKMUTENeW IulaHeThl. MHOrue Monb30BaTelyd HE NOHHMMAlOT, 4TO HMHpOpManus,
pa3MelIeHHass MU B COLIMAJIbHBIX CETSAX, MOKET OBbITh HailieHa M UCIOJIb30BaHa KEM yTOJHO, B
TOM YHCJIe He 00513aTeNIbHO ¢ O1ariMHU HaMepEHHUSIMHU.

OCHOBHBIC COBETHI 110 O€30IIACHOCTH B COIMAJIBHBIX CCTAX:



1. Orpannup crucok napys3eil. ¥ T1eOs B Apy3bsiX HE JODKHO OBbITh CIy4yallHBIX H
HE3HAKOMBIX JIHOJIEH;

2. 3ammmail cBOIO yacTHyIO *kH3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, AaTy
TBOETO POXICHHUA U JIPYTYIO JTUYHYIO WHPOpPMAaNuio. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh
nake nHGOPMAIUIO O TOM, KaK Thl ¥ TBOU POJUTEINH TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amminail cBOIO peryTaluio - Jep>KU ee B YUCTOTE U 3a/aBail cebe BOmpoc: XoTen Obl
ThI, YTOOBI JIPYTHe MOJIb30BATENN BUJIEIH, UYTO ThI 3arpyxaemib? [logymaii, mpexae 4eM uTo-To
OITy0JINKOBAaTh, HAMMCATh U 3arPy3UTh;

4. Ecny ThI TOBOPHILIB € JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE pEabHOE UM
U IPYTYIO JINYHYIO UH(DOPMALIUU: UMSI, MECTO )KUTEIHCTBA, MECTO YUeOBl U MIPOYEE;

5. U36eraii pasmenienus ¢ororpaduit B UHTEpHETE, T/Ie THI U300pa)KEH HA MECTHOCTH,
10 KOTOPOM MOKHO OIPEJEIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu peructpaiuu B cOUUaNbHON CETH HEOOXOJUMO HCIOJIB30BaTh CIOKHBIE MAPOJIH,
cocrosiye u3 OykB ¥ U(p U ¢ KOJTMUECTBOM 3HAKOB HE MEHee §;

7. JAns coumanbHOW CETH, MOYTHl U APYTUX CAWTOB HEOOXOIMMO HCIIOJIB30BaTh Pa3HbIE
naposiu. Torma ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUIEHHUKH TOJIyYaT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBIE IeHbI'U

DJEeKTPOHHBIE JIEHBI'M - 3TO OY€Hb YJOOHBIH CIOCO0 MIIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

DONEeKTPOHHBIE NEHBIU TMOSBUINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOTO BO MHOTUX
rocyzapcTBax 10 CHX IOp HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM YHKIMOHUPYIOT M O HUX YK€ IPONHCAHO B 3aKOHE, TJ€ UX pa3AeisatoT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOpBIX pa3pelaercss MPOBOAUTH oONepanuu 0e3 HISHTHU(PHUKAUU I[0JIb30BaTeNsl, a B
HEAaHOHHUMHBIX WACHTU(DUKAIHS TOIH30BATENs ABISETCS 00sS3aTENbHOM.

Takxke cienyer pa3nu4arh dJIEKTPOHHBIE (UATHBIE NEHBI'H (PaBHBI TOCYIAPCTBEHHBIM
BaJIOTaM) M AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYAPCTBEHHBIM BAJFOTaM).

OcHoBHbIE COBETHI 110 O6€301acHOM paboTe € ANEKTPOHHBIMU JEHbIraMU:

1. IIpuBsokH K cueTy MOOWIBHBIA TenedoH. DTO caMblii YIOOHBIA M OBICTPBIA CITOCOO
BOCCTAHOBUTh JOCTYN K cyery. IlpuBs3anHblii TenedoH moMmoxkeT, eciu 3alynemb CBOU
IJIATEKHBIN MMAPOJIb WM 3aiICIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Vcnonw3yii ogHOpasoBbie apoiu. [locie mepexoia Ha yCHIICHHYIO aBTOpH3AIUIo Te0e

YK€ HC 6y,HeT YIpokKaThb OIMACHOCTb KpaKH UJIN IICPCXBATa IINIATCKHOT'O ITAPOJIA;



3. BriOepu cnoxublii mapoisb. [IpecTynmHukam OyIaeT He MPOCTO yrajuaTh CIOKHBIM
naposb. Hagexxssle maposn - 3To napoJid, KOTOpBIE COAEPKAT HE MEHEE 8 3HAKOB M BKJIFOYAIOT B
ce0st cTpOYHbIE M MPONHUCHBIE OYKBBI, IU(PPHI 1 HECKOIBKO CUMBOJIOB, TaKHE KaK 3HAaK J0JjIapa,
¢dyHTa, BOCKJIHIATEIbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIEC JAHHBIE HA CANTAX, KOTOPBIM HE JOBEPSCIIb.

DJIeKTPOHHASA MOYTA

ONEeKTpOHHAs MOYTa - 3TO TEXHOJOTHUS U MPENOCTABISIEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJIYYCHUIO DIJIEKTPOHHBIX COOOLICHWH, KOTOpBIE DPACHPEICNSIOTCS B KOMIBIOTEPHOW CETH.
OO6bruHO BJIEKTPOHHBIN MOYTOBBII SITITAK BBITIIAIUT CIIETYFOIITAM oOpazom:
UMs_TOJIb30BaTEeA(@UMsL_JoMeHa. Takke KpoMme TIepeJaud MpOCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb IepeiaBaTh (panibl.

OcCHOBHBIE COBETHI 110 6€301acCHOI paboTe ¢ IIMEKTPOHHON MOUYTOM:

1. Hago BbIOpaTh npaBUiIbHBIA MOYTOBBINA CEpBHC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydllle JOBEPATh TEM, KOTO 3HAEllb M KTO MEpPBbI B
pEUTHHrE;

2. He yxka3piBaii B JTUYHOU TOYTE JIMUHYIO MH(popMmarmio. Hampumep, mydiie BHIOpaTh
"My3bIKanbHbIN _(panat@" wim "pok2013" BmecTo "Temal3";

3. Ucnonp3yil AByXITalHYI aBTOPU3ALHI0. JTO KOIZla MOMHUMO MapoJisl HY>KHO BBOJUTH
KO/, IpUchLIaeMblii mo SMS;

4. BpiObepu CIOXKHBIA Maposib. J{is KakIOro MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOM
HAJICXKHBIN, yCTOWYMBBIN K B3JIOMY ITapOJIb;

5. Ecnu ecTb BO3MOYKHOCTh HAamucaTh CaMOMY CBOW JIMYHBIA BOIIPOC, MCIOJIB3YH 3Ty
BO3MOYKHOCTB;

6. Mcnonp3yil HECKOJBKO IOYTOBBIX SIIMKOB. [lepBbIM UIsi YacTHOW MEPENHCKH C
azpecataMH, KOTOPBIM Thl JTOBEps€lIb. JTO AJIEKTPOHHBIM agpec HE HAJ0 MCIOJIb30BATH IPH
peructpanuu Ha Gpopymax U caiTax;

7. He otkpbiBail Qaiiibl ¥ Jpyrue BIOKEHHsS B MHCbMax, Ja)K€ €CJIM OHU MPUIIIH OT
TBOMX Jipy3el. JIyule yrouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (aiiibl;

8. Ilocne okoHYaHMs pabOTHI HAa MOYTOBOM CEPBUCE NEpe]] 3aKPHITHEM BKIIAJIKU C CallTOM
He 3a0yap HaXaTh Ha "Beridtu".

Ku0epOy/JuIMHT M1 BUPTYaJIbHOE H3/1eBATE/ILCTBO

KubepOynnmuar - mpecnenoBaHue COOOUICHHSMH, COJCPKALIMMH  OCKOPOJIEeHHS,
arpeccHio, 3allyTHBaHUE; XYJIUTAaHCTBO; COIMAIIbHOE OOWKOTHUPOBAHUE C MOMOIIBIO Pa3IUYHbIX
UHTEPHETCEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHIOM:



1. He Gpocaiics B 60#. Jlyummuii cmoco0: mMOCOBETOBAThCS Kak ceOs BECTH W, €CIU HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHayajle YCHOKOWUThCA. Eciu Thl HauHelb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHUS], TO TOJIBKO €111e O0JIbIe pa30kkKellb KOH(IIHUKT;

2. Ynupasnsii cBoel kubeppernyTanuei;

3. AHOHMMHOCTh B ceTd MHuMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUI 00pa3 BUpPTyalbHOM ku3HHU. IHTepHET QUKCHpyeT Bce
TBOM JICUCTBUS U COXPAHSET UX. Y AAUTh UX OyJeT KpaiiHe 3aTpyJHUTEILHO;

5. Cobmnronait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. UrHopupyii ennHUYHBIN HeraTuB. OHOPA30BbIe OCKOPOUTENHHBIC COOOIICHUS JTyYIle
urHopupoBaTh. OOBIYHO arpeccus mpeKpaliaeTcs Ha Ha4aabHOW CTa/Iuu;

7. ban arpeccopa. B nporpaMmmax oOMeHa MrHOBEHHBIMHU COOOIIIEHUSIMH, B COITMATBHBIX
CETSIX €CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKU COOOIIEHUI C ONPEEICHHBIX aJpecoB;

8. Ecmm TbI cBumerens kubepOyiumHra. TBOM JEMCTBHS: BBICTYNUTH IPOTUB
IIpecieoBarTens, MoKa3aTb €My, YTO €ro JCHCTBHs OLEHMBAIOTCS HETAaTHMBHO, INOJIEpPXkKaTbh
KEpPTBY, KOTOPOH HYyXHA IICHXOJIOTUYECKas IOMOIb, COOOIIUTh B3pOCIBIM O (hakTe
arpeccUBHOIO MOBEACHUS B CETH.

MooOniabHbIi Te1edoH

CoBpemenHble cMapTOHBI M IJIAHIIETHI COJAEpXKAaT B cebe BIIOJIHE B3POCIHbIi
(GyHKIMOHAT, M TEemeph OHH MOTYT KOHKYpHUpPOBaThb CO CTallMOHAPHBIMH KOMITBIOTEPAMHU.
Opnako, CpeACTB 3alIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKAa OYEHb Majio. TecTUpOBaHUE U MOUCK
yS3BUMOCTEH B HUX MPOUCXOIUT HE Tak MHTEeHCUBHO, Kak st [1K, To ke camoe kacaercs u
MOOUITBHBIX MPUIOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ NMPaKTUYECKU JOTHAJIU HACTOJIbHBIE aHAJIOTH,
OJIHaKO pacmmpeHre ¢GyHKIHOHATa BIIEYET 3a CO0O0W OOJBIIYI0 CIOXHOCTh W MEHBIIIYIO
3aIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOJIUTENH BBIMYCKAIOT OOHOBJIEHHS, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH /ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30MMaCHOCTH MOOWIBHOTO TeedoHa:

Hudero He siBisieTcst mo-HacTosAeMy OecruiaTHBIM. byab ocTopokeH, Bellb Korjaa tede
mpearaT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE - TO TUIATHBIE YCIIYTH;

Hywmaii, npexzae ueM otnpaBuTbh SMS, ¢oto win Buaeo. Tel TOUHO 3Haellb, IIE€ OHU
OyIyT B KOHEUHOM HTOre?

Heo0OxoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

Hcnonp3yii aHTUBUPYCHBIE POTPaMMBbI JJIsi MOOMJIBHBIX TeNIe(OHOB,;



He 3arpyxail npuioxeHus OT HEM3BECTHOTO MCTOYHHMKA, BEIb OHM MOTYT COJIEP’KaTh
BPEJIOHOCHOE NMPOrpaMMHOE 00ecIeYeHue;

ITocne Toro kak THI BbIJEIIb C caiiTa, Iie BBOAWI JHUYHYI0O HH(OpMaiuio, 3aiiiu B
HACTPOIKHU Opay3epa u ynamu cookies;

[Tepuoanuecku mpoBepsiii, Kakue IUIATHBIE YCIyTW aKTUBUPOBAaHbI HAa TBOEM HOMEDE;
JlaBaii cBoli HOMep MOOWJIBHOrO Teie(oHa TOJBKO JIOJAAM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpSIEIIb;

Bluetooth momken OBITH BBIKIIIOUEH, KOT/Ia ThI UM HE TOJb3yelibes. He 3a0biBail nHOT/IA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIAMH-UIPBl - 3TO KpacoO4yHbIE, 3aXBaThIBAIOIINE pa3BIECUYEHUS,
OOBETUHSIONINE COTHH THICSY YeNIOBEK MO BceMy MHpPY. Mrpoku mMccienyroT MaHHBIM UM MHD,
oOIIAIOTCS IPYT C IPYTrOM, BBIMOJNHSIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U TOJIYYarOT OIIBIT.
3a yJIOBOJILCTBHE OHHU IJIATAT: MOKYMAKOT TUCK, OMJIAYUBAIOT A0OHEMEHT WIM MPUOOpETaroT
KaKHe-TO OILHUH.

Bce »tm cpenctBa MIyT Ha MOAJAEP)KAHHWE M pa3BUTHUE WIPbl, a TaKXkKe Ha caMmy
0€30MMacHOCTh: COBEpPUICHCTBYIOTCS CHCTEMbl aBTOPU3AllMM, BBIYCKAIOTCS HOBBIE MaT4H
(un¢poBbIe 3aMIATKU )1 IPOTrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoGHBIX Urpax CTOMT onacaTrbCs HE CTOJBKO CBOUX CONEPHUKOB, CKOJBKO KPaXKH
TBOET0 MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMU OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOT0 aKKAyHTa:

1. Ecnu npyroit urpok BeaeT ceOs MI0X0 WU CO3/aeT Tebe HeNPHUITHOCTH, 3a0JI0KUpYil
€r0 B CIIMCKE UTPOKOB;

2. lloxamylics aAMMHHUCTpaTOpaM WIPbl Ha IIJIOXO€ IIOBEJAECHHWE JTOr0 UIPOKa,
JKeJlaTeIbHO MPUIIOKUTh KaKKe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii tnunyto nHdopmMaIuio B mpodaise urpsl;

4. YBaxall Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeOPUITMAIBLHBIC TATYH U MOJIBI;

6. Mcrionb3y# CIOXKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxe BO BpeMs WIpbl HE CTOUT OTKJIKOYaTh aHTHBUpPYyC. Iloka Tel mrpaemsb, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIMHT WM KPaka JUYHBIX JAHHBIX

OOblYHON Kpaskel JeHer M JOKYMEHTOB CEro/HA YK€ HHUKOTO HE YAMBHIIL, HO C

pPa3BUTUEM HHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKH IEPEMECTWIACh B HMHTEPHET, U

MPOJIOIHKAIOT 3aHUMATHCA "' MTFOOUMBIM" ETTOM.



Tak mosiBUSIach HOBas yrpo3a: WHTEPHET-MOILEHHUYECTBAa WK (UIIHMHT, IJ1aBHas LEIb
KOTOPOT'O COCTOUT B MOJYYEHHU KOH(PHICHIMAIBHBIX JAaHHBIX I0JIb30BaTeleH - JIOTMHOB U
naposieil. Ha anrmmiickom si3pike phishing untaercs kak ¢ummar (ot fishing - peiOHas noBis,
password - mapois).

OcHOBHBIE COBETHI 110 60pHOE C PUIIUHTOM:

1. Cnemn 3a cBoumM akkayHToM. Ecim Thl mojo3peBaellb, YTO TBOs aHKETa ObLiIa
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIUTh aJIMUHUCTPATOpaM pecypca 00 3ToM
KaK MOYKHO CKOpEe;

2. Ucnonp3yit 6e3onacHble BeO-CaliThl, B TOM YHCJI€, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonp3yii cliokHbIe M pa3Hble Mmaposid. Takum oOpa3oM, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJIy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B37IOMaJIi, TO HEOOXOIMMO TPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHsl y T€0S B Ipy3bsX, O TOM, YTO TeOsl B3JIOMAIH M, BO3MOXKHO, OT TBOErO UMEHH OyneT
pacchliaThes ClaM U CChUIKM Ha (PUITMHTOBBIE CANTHI;

5. Ycranosu HanexHsli naposs (PIN) Ha MoOHIBHBIH TenedoH;

6. OTKIIIOUM COXpaHEHHE MMapoJist B Opaysepe;

7. He otkpbiBail Qaiiiabl ¥ Apyrue BIOKEHHs B MHCbMax, AK€ €CJIM OHU MPUILIM OT
TBOMX Jipy3el. JIyulie yTrouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (aitibl.

Iundposas penyrauus

[Mudposas pernyTanus - 3TO HETaTUBHAsl WIM MO3UTHBHAs MHGOpMaIus B CeTH O Tele.
Komnpomerupyromas nHpopmanus, pasMelleHHas B UHTEPHETE, MOXKET CEpPbEe3HBIM 00pa3oM
OTpa3UThCS Ha TBoeW peanbHOU xu3HU. "LludpoBas pemyranus”" - 3TO TBOW UMUK, KOTOPBIH
bopmupyercs u3 nHpopMaIK o Tede B MHTEPHETE.

TBOE MecTo XHTENbCTBA, YueObl, TBOE (DMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moJapoCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOJHKAaIlMK JTUYHON MH(POpPMaLuu B
WHuTepHeTe, HE MOHMMAasi BO3MOXKHBIX MOCHEACTBUNA. Thl Jaxke HE CMOMKEUIb J10TaaThCsl O TOM,
yto (otorpadus, pa3MelieHHas 5 JeT Ha3ajl, cTaja MPUIMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenieHne TBoMX Qortorpaduil M Jpyrue JeHCTBHS MOTYT He
UCYE3HYTh JaXe IOCJI€ TOro, Kak Thl WX YJaIWIb. Tbl HE 3Haellb, KTO COXPAaHWI 3Ty
MH(OPMALIMIO, TIOTIAJIa T OHA B MOWCKOBBIE CUCTEMBI M COXPAHMJIACh JI OHA, a TJIABHOE: YTO
MOyMaloT 0 Tebe OKpy:Karolllue JII0JIU, KOTOphle HalxyT u yBuAAT 3T0. Halitn nndopmanuio
MHOIO JIET CITyCTsS CMOJKEeT JII0OOW - Kak M3 J00pBIX MOOYXKIEHHH, TaKk U ¢ HaMepeHHeM

MPUYIUHUTL BPCA. DTO MOXKET OBITh KTO YTO4HO.



OcHOBHBIE COBETHI 110 3aIUTe HU(POBON PEIyTaLIUU:

1. ITogymaii, mpexae yem uyTo-TO IMyONMKOBaTh M INepegaBaTh y ceOs B Oyore wiu B
COLIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uist yCTaHOBU OTpaHMYECHHS Ha POCMOTP TBOETO MPOQUIIS U €T0
COZIEPIKUMOT O, CAETal ero TOJIbKO "1yst apy3en';

3. He pa3memail u He ykasbIBail HH(pOpMAILHIO, KOTOPas MOKET KOro-JInO0 O0CKOpOJIATh
WA OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHUBHBIE TOJb30BaTeNMd IUGPOBOrO MPOCTPAHCTBA.
OnHako /ajeKko He BCe 3HAIOT, YTO IO0JIb30BAHHE MHOTMMH BO3MOXXHOCTSAMHU LU(POBOr0 MHUpa
TpeOyeT cOOMI0eHUs IPAaB Ha UHTEIUIEKTYyallbHYI0 COOCTBEHHOCTb.

TepMuH "WHTeNNIEKTyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYEeCKOr0 yMa, HauMHasi C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTD
Ha TPOAYKTHl M YCIyrdM, M 3aKaH4YMBas KHUramu, Qortorpadusmu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMU IPOU3BEACHUSIMH.

ABTOpCKHE TpaBa - 3TO IPaBa HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JINTEPATypbl U UCKyCCTBA. ABTOPCKHUE IpaBa BHICTYNAIOT B KAU€CTBE rapaHTUU TOTO, UYTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOETro TPy, MOJIYYUTh U3BECTHOCTb U MPHU3HAHUE.
Huxkro 0e3 pa3pelieHus: aBTopa HE MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHHE, PACIPOCTPAHTh,
myOJMYHO JI€MOHCTPUPOBATh, MPOAABaTh, HUMIIOPTUPOBATH, MYyCKaTh B MpOKaT, MyOIMYHO
UCTIOJIHATD, TOKA3bIBATh/UCHIOIHATh B 3(Hpe UK pa3meniaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOro obecreueHust MOXKET MPUBECTH K MHOTHM
pUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKH TBOErO YCTpPOICTBa, Tie
yCTaHOBJIEHA HellerajpHas nporpamMma. He crout taxke 3a0bIBaTh, YTO CYNIECTBYIOT JIETalbHbBIE
1 OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraue

CereBu4ok.pp - TBOM TJIaBHBIA COBETYMK B CETU. 3/€Ch Thl MOXEIIb Y3HATh O
0€30MacCHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTHYECKOU
CUTyalluu OOpaTUThCA 32 COBETOM. A TakKe NMPUHATH ydyacTHe B KOHKYpCcax M CTaTb CaMbIM

UPPOBBIM TPAKIAHUHOM !



HHCTPYKIMUS JJISI OBYYAIOIIUXCSI Ob HH®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb35

1. Bcem moapsia cooOmaTs CBOO 4acTHY HH(popMamnuio (Hactosmme ums, (HaMuiuo,
TenedoH, ajpec, HOMep LIKOJIbI, a TaKkke GoTorpaguu CBOU, CBOEH CEMbU U JIpy3eil);

2. OTKpBIBaTh BIOKEHHBIE (DaliyIbl AIIEKTPOHHOM MOYTHI, KOTJ]a HE 3HACIIh OTIIPABUTEIIS;

3. I'pyOuTh, mpuanpaThCs, OKa3bIBATh JABICHUE - BECTHU CE0s1 HEBEKIIMBO U arpEeCCUBHO;

4. He pacnopspkaiics JeHbraMH TBOEM ceMbH 0€3 pa3pelleHusl CTaplIMX - BCerja
CIIpalIMBail poauTeNeu;

5. He Bctpeuaiics ¢ HMHTEpHET-3HAKOMBIMU B pEaJbHOM >KU3HU - IOCOBETYMCS CO
B3pPOCJIBIM, KOTOPOMY JOBEpSEIIb.
OCTOPOXHO

1. He Bce nmumyt npaBay. Yuraems o cebe HenpaBay B MHTepHeTe - cooluiu 00 3TOM
CBOHMM POJIUTENISIM UJTH OTIEKyHaM;

2. [Ipurnamarot nepenuchBaThCsl, UTPATh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. He3zakoHHOe KomnupoBaHue (aiinos B UHTepHETE - BOPOBCTBO;

4. Beerma paccka3biBail B3pOCIBIM O TTpoOIeMax B CETH - OHH BCET/1a OMOTYT;

5. Ucnonb3yéi HacTpoWku O€30MacHOCTH M TPUBATHOCTH, YTOOBI HE TOTEPSTh CBOMU
AKKAayHTBI B COIICETSAX U JIPYTUX MOpTaNax.
MOKHO

1. YBaxaii Ipyrux nojab30BaTeeH;

2. Ilonw3yembess MHTEPHET-UCTOYHUKOM - JI€NIail CCBUIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOwaThCs 32 MOMOILBIO B3POCIBIM - POJUTENH, ONEKYHbl MU aJIMUHUCTpALUs CAUTOB
BCEr/1a MOMOTYT;

5. Ilpoiimum oOyuenume Ha caiite "CeTeBWYOK" H TMOIyYd TacmopT HU(poBOro

rpakaaHuHa/l
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